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Scope of application

This orientation framework applies to all scientific and administrative units and departments of the
University of Innsbruck. Further information on the privacy policy can be found on the website of the
data protection coordination of the University of Innsbruck.

Implementation Responsibility

The responsibility for its implementation lies with the individual members of the university. It is
recommended that you attend a training course on Al before using Academic Al. For this purpose,
the University of Innsbruck offers the following self-study courses for university employees:

KI Grundschulung flir Universitatsbedienstete (German)
https://Ims.uibk.ac.at/auth/RepositoryEntry/5949915144/CourseNode/112660655067407

Al Basic Training for University Staff
https://Ims.uibk.ac.at/auth/RepositoryEntry/5949915144/CourseNode/112660655067407

The following courses are offered in OpenOlat for students:

Digitale Lernstrecke: KI-Einsatz im Studium (German)
https://Ims.uibk.ac.at/auth/RepositoryEntry/5981503627/CourseNode/112893197326389

Digital Learning Path: Using Al in Your Studies
https://Ims.uibk.ac.at/auth/RepositoryEntry/5996052493/CourseNode/113009264440776

This document provides the basis for the ethically appropriate and legally compliant use of this new
digital tool. Academic Al is based on the ChatGPT technology of the company OpenAl.

Academic Al uses OpenAl's large language models to respond to text-based prompts in natural
language and to analyze documents.

What differentiates Academic Al and ChatGPT?

Academic Al differs from ChatGPT as we know it from the internet in important ways. First, when we
input data into Academic Al, it is not used to train Al models from OpenAl or Microsoft.

Moreover, all data entered into Academic Al is processed in the EU, which means using ChatGPT in a
secure environment. This means that the prompts and completions (= responses from Academic Al)
are not:

¢ available to other OpenAl customers,

¢ available to OpenAl itself,

¢ used to improve OpenAl models,

¢ used to improve Microsoft or third-party products or services or
¢ used to automatically improve Azure OpenAl models.

Please note: This is not valid if you activate Internet Search in Academic Al (for more information see
the explanation below) or in the image generator.

A “conversation” (= a chat) with Academic Al includes both inputs in Academic Al and outputs from
Academic Al. It is important to know that when you “ask” Academic Al something within one and the
same conversation, it takes into account previously entered information from the ongoing chat.
Academic Al chats are private and cannot be viewed by other users.


https://www.uibk.ac.at/en/dataprotection/
https://www.uibk.ac.at/en/dataprotection/
https://lms.uibk.ac.at/auth/RepositoryEntry/5949915144/CourseNode/112660655067407
https://lms.uibk.ac.at/auth/RepositoryEntry/5949915144/CourseNode/112660655067407
https://lms.uibk.ac.at/auth/RepositoryEntry/5981503627/CourseNode/112893197326389
https://lms.uibk.ac.at/auth/RepositoryEntry/5996052493/CourseNode/113009264440776

What happens when the Internet Search is activated?

If you wish, you can access information from the Internet in an existing chat for advanced search
capabilities and access to up-to-date information. As soon as you click on the field, a context menu
opens in which it is pointed out that no personal or confidential data may be shared when
connecting to the Internet.

Please note that when Internet search is activated, the entire history of the current chat will be taken
into account. If you do not want this because it contains confidential or personal data, start a new
chat and ask your question again.

Please also note that — since the Internet Search is carried out independently of the selected
language model using the Al-based search engine Perplexity, which specializes in it — it is only
possible to chat about the content of uploaded documents in exceptional cases when the Internet
Search is activated (specifically about content that has already been taken into account by the
chatbot in the same chat).

The function "Image Generator" uses a model that is not hosted in the EU or EFTA countries, either.
No personal or confidential data may be entered here. Appropriate warnings are displayed during
use.

What are the goals for using Academic Al?

Our common goal is to continuously improve the quality and efficiency of work at the university.
Generative Al can be helpful if we use it to simplify and optimize appropriate tasks.

At the same time, the University of Innsbruck as a research institution strives to create suitable
framework conditions for innovation and encourages everyone to explore the possibilities — but also
limits — of Academic Al in the context of scientific work.

The University of Innsbruck strives to support its employees in the further development of their
digital skills. Academic Al provides a safe environment to learn about and try out generative Al.



What do | need to consider when using Academic Al?

There are a few things you need to consider when using Academic Al. This includes the ethically
responsible use of the digital tool as well as the observance of copyright and data protection
regulations and the implementation of good scientific practice. The guidelines for good scientific
practice at the University of Innsbruck can be found here:
https://www.uibk.ac.at/en/research/quality-assurance/good-scientific-practice/

Academic Al is based on OpenAl's ChatGPT technology. ChatGPT was trained with huge amounts of
data from the internet. Since the internet contains a lot of problematic content in addition to high-
quality information (e.g. fake news in social media, discriminatory and stereotyping posts in forums,
etc.), this content can also appear in the responses of generative Al models. Please keep in mind the
following information when using Academic Al:

Responsibility

The most important basic principle in the use of Academic Al is the individual responsibility of each
and every one of us. It is important that we use this new digital tool wisely. Especially in view of the
considerable resource consumption of Al tools, every query needs to be checked to see whether the
use of Academic Al is necessary or whether a query to a classic search engine is sufficient.

Critical reflection

Ethically responsible handling of Academic Al means that we deal with the possibilities, limits and
problems of generative Al. It is important to note that Al-generated content can, for example, be
based on sources that are copyrighted or on false information, violate moral principles, social norms,
laws, or other generally accepted behaviours. This means that we must always critically review the
content generated by Academic Al and never reuse it thoughtlessly. Ethically responsible use of
Academic Al also means that we think carefully about which requests we make to Academic Al and
what content we instruct it to generate.

Copyright

In terms of copyright, Academic Al users must check whether copyrighted content can be processed
using an Al tool such as Academic Al (e.g., when uploading a document). The legal situation regarding
the copyright protection of Al results has not yet been definitively clarified and must be examined on
a case-by-case basis. No intellectual property rights can be acquired on the output itself, as e.g.
under the Copyright Act. Publishers and authors can exclude the use of their published content for Al
tools!

Data protection / confidentiality

Academic Al was explicitly developed for data protection-compliant processing. This means that data
entered into Academic Al will not be used to train OpenAl Al models, and all data entered will be
processed in the EU. Nevertheless, personal data of third parties should only be entered into
Academic Al if this is absolutely necessary and the input is covered by a legal basis (such as the
consent of the data subject or the authorization pursuant to §2d para 2 no. 1 lit c FOG).

Data categories according to paragraph 9 of the GDPR may not be processed in Academic Al under
any circumstances.

This includes personal data relating to (1) racial and ethnic origin, (2) political opinions, (3) religious
or philosophical beliefs or trade union membership, (4) genetic and biometric data to uniquely
identify a natural person, (5) health data or (6) data concerning a natural person's sex life or sexual
orientation.


https://www.uibk.ac.at/en/research/quality-assurance/good-scientific-practice/

When using Internet Search, the entry of personal or confidential data is prohibited without
exception, as it cannot be guaranteed that the entered data will be processed exclusively in the EU.

When using Academic Al, the confidentiality obligation must be observed. This means that
confidentiality must be maintained about all internal matters or circumstances that have become
known through the activity at the University of Innsbruck and about matters that the University has
an interest in to be kept secret.

Labelling/Transparency

To do justice to transparency, it is advisable to label Al-generated content as such or cite it
appropriately when publishing. In the research context, this is essential to ensure good scientific
practice.

Keep in mind the following information:
Academic Al does not make decisions.

Academic Al does not speak for the University of Innsbruck.

In addition to these basic principles, it is also important that Al should not be used in the university
environment to make decisions. The use of Academic Al for calculations and decisions relevant to
personnel law is not allowed. It is also not allowed to use Academic Al for assessments in the field of
study (such as e.g., to summarise seminar or bachelor’s theses, to automatically search for content
errors and logic contradictions or citation errors). In general, it is important to ensure that Academic
Al is under no circumstances used for prohibited practices as explained in paragraph 5 of the Al Act.
It should also be noted that Academic Al output does not necessarily reflect the opinion of the
university and its members. Academic Al's answers are simply characters (text) that are created using
machine learning methods (to put it simply: probability calculations). It is therefore important that
you always critically review the results of Academic Al obtained through your input before reusing it.



https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:L_202401689#art_5

Editor's note: This orientation framework is a "living document". This means that the university is
constantly striving to improve these basic rules in dealing with Academic Al. Just as Al technologies,
associated legal frameworks and ethical standards continue to evolve, this framework is also being
adapted to new insights, practices, and requirements. We invite you to actively participate in the
further development of this document. Please do not hesitate to write to us at elearning@uibk.ac.at



mailto:elearning@uibk.ac.at

